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PURPOSE

The most important message extracted from this study is that without
intergovernmental and international cooperation and support, primarily between the

countries most involved, Guatemala and Central America will soon collapse into failed
states dominated by shadow economies ard run by Criminal Organizations that buy
political power . Without decisive action, these countries will
criminal organizations and groups of people that wish to form their own type of

government system and inadvertently creategreater regional instability.

This scenario must not be permitted. These same groups of people will eventually take
control of the agricultural and industrial markets in the region, to which the United
States andmany other countries depend and, will determine wh ere and at what price
they would want to sell their products. Simultaneously, the United States would lose its
position and influence in Central America. As a result, the region would begin to foster
a unique environment where Narco-Terrorism and quasi-states canflourish. Efforts to
stem the momentum of these events from evolving must be instantaneous and holistic
to produce the desired effect. The carnage anddestruction experienced in Colombia and
Mexico is on the doorstep of Central American countries and the criminals have
resources that are far greater today.

Therefore, this report was developed with the hope of achieving three purposes. First, it
is a learning process and a means tdoring better understanding about the deteriorating
situation in Central America. Secondly it is to engender a general awareness on the
various issues that impact the national security, wellbeing and safety of the citizens o
countries in Central America. Thirdly, it is to initiate a deeper and more thoughtful
discussion alout these topics, recognizing that old debates, paradigms, and historical
assumptions must be revisited to better analyze the gravity of the situation as critically
and objectively as possible.

The forces of organized crime are clashing against the forcesof development. This clash
impedes the regions ability to develop concrete solutions. Traditional strategies have
led to limited results. The type of alternative solutions that should be favored are not
based on conventional wisdom but instead of a result-oriented approach.

The supporting structural ideas applied t hroughout th is report will attempt to stimulate
strategic thinking , debunk myths, understand displacement and its consequences,
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suggest concrete and costeffective solutions, and develop an analytical framework ,
which allows a balanced fact-based approach

The most significant ideas that relate to strategic thinking are oohesive intelligence
sharing, combined tactics, operational strategies and a collective initiative without

regional borders and barriers. In the case ofdebunking mythsit is necessary to end the
denial phase of the current crisis in the region by confronting the reality that this is a
regional problem that requires an Integr ated Regional Security Strategy and, unmask
numerous erroneous conceptions and assumptions within Guatemala - and other
regional countries - in their political, social, and economic arenas. Lastly, to understand
the seriousness of displacement and its consequencespecially around the Latin
American and Caribbean region. Prioritized allocation of counter-initiative resources
must be addressed in a comprehensive and coherent manner or the problem will
remain being shuffled around the geographic chessboard that haunts the region.

Much time and effort has been devoted to the escalating problems of the region with

few concrete and cosiffective solutiongnplemented in a timely manner. In contrast, an
integrated analytical frameworkwill guide the type of actionable strategies that are
necessary tobetter approach thesecritical issues in Central America.

In brief, the goal of this study is to promote a new and informed dialogue on these
complex and vastly misunderstood matters. The proposed suggestions and
recommendations are not meant to be final or conclusive, but rather, they are meant to
spark a debate around sustainable solutions and ideas, and their potential results and
benefits to the region. Hopefully, with this Central Americans can find common ground
within which these findings and recommendations can be formulated and executed.
Nonetheless, this report was developed with the intention of finding immediate and
strategic regional solution s, underscoring a sense of urgency more so for Guatemala.
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COOPERATING ORGANIZA TIONS

CACIF

The Coordinating Committee of Agricultural, Commercial, Industrial y Financial
Associations (CACIF) is the organization which represents the business sector in
Guatemala since the late 1950sOrganized, inclusive, proactive, modern and in constant
coordination with th e different areas of society, itpromote s a productive country whose
economic growth and social development is based on: Market economy, democracy and
rule of law. It strongly believes that the free enterprise system is the best way to achieve
progress for this country, supported by the rule of law, and the principle that the
general interest must prevail ov er individual interests .

CIEN

The National Economic Research Center (CIENin Spanish) is a 30-year-old private,
non-lucrative, and political but nonpartisan i nstitution, whose mission is to improve the
living co nditions of people through research proposals based on technical, analytical
and rigorous challenges related to the promotion of welfare in its proper context. Their
institutional vision is to be the leader and reference point within and outside
Guatemala, in developing creative, critical, and inspiring proposals and that effectively
contribute to the welfare of humans.

FUNDESA

The Foundation for the Development of Guatemala (FUNDESA in Spanish) is a 30-year-
old private, non-profit organization, comprised by business people who act on their
own accord. It works as a Think Tank that strives to contribute to integral, sustainable
and democratic development within a market economy and rule of law. The
Foundation acts as an independent institution that is representative, with a proactive
approach, and a long-term vision regarding key issues that affect the development of
the Guatemalan people. FUNDESA has positioned itself as a source of relevant,
technical information and data about Guatemala, a hub for key projects that aid long -
term economic and social transformations, and an advocate for innovations and the
implementation of new ideas and concepts jointly with national and international
organizations in Guatemala.
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Foundation G

Foundation G (Fundacion G in Spanish) is a recently created (2011) private, non-profit
foundation, whose mission is to generate awareness and propose solutionsto the
challenges Security and Justice of Guatemala, National Unity and co llaboration,
education and poverty reduction . It has recently supported rule-of-law initiatives such
as Guatmala Visible (www.guatemalavisible.org ), Congreso Visible
(www.congresovisible.org ), Movimiento Civico Nacional (www.mcn.org.gt), and
Ciudades Seguras(www.unifemweb.org.mx ).

Integrated Security Solutions (ISS)

ISS served a collaborative role in this study by recruiting academics and researchers in
the various fields of interest contained in this report, comp iling and refining bulk data
to sanitize the ideas presented and providing expert analysis for the delivery of the final
report. Of specific mention are two prominent contributors (1) Professor Anthony T
Bryan, who has a long and distinguished career as an academic andscholar, researcher
and analyst in many disciplines that were relevant to this study. (2) Mr. Eric Davis is a
former Chicago police Officer, Specialist in gang reform and containment and respected
speaker on the many subjecs that proved critical to better understanding the dynamics
that impact the complexity of the problems faced in the Americas today.
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EXECUTIVE SUMMARY

The insatiable consumption of illicit drugs has created a very powerful enemy that
thrives on violence, lust for money and power and which has set its sights on Central
America - as one of its vital organs. This enemy is not new to the global arena, as
Transnational Criminal Organizations (TCOs) have existed since ancient times and
remains a part of the underground economies that sustain many traditional economies.
Be it the trafficking of drugs, weapons, contraband or humans, TCOs sponsor and
enable Localized Criminal Organizations (LCOs) to facilitate and execute their
operational activities within specific jurisdictions. Shifting sociopolitical dynamics in
the Americas - over the last decade- have empowered and emboldened many TCOs
and LCOs as expanding drug transit routes to the U.SA. and elsewhere are posing a
serious and escalating threat to the sovereignty of many countries within Central
America. In this struggle, Central America must ree st abl i sh t he O6Rul e of
basis of its counter initiatives.

These TCOs (of which many are Mexican and Colombian drug cartels) have the
finances, organizational structures, geostrategic influence and illegally obtained
firepower t o destabilize many Central American countries. As a result, they provide
alternative governance to areaswithin countries that are not under the direct control of
governments. These Alternatively Governed Spaces (AGS)* have become logistics hubs
for road, maritime, and aerial deposit and storage of large amounts of illicit cargo
destined for the U.S. and other markets, and primarily for TCOs active in Mexico that
operate a complex variety of land crossings and tunnels into the lucrative U .S. market.
Central American countries have been drawn into this narcotics and contraband
guagmire largely due to gre ed, its geostrategic location with Mexico and the fact that
itds a maneuverable |l and, sea and air bridge

While the United States (U.S) remains the prime destination for South American -
produced cocaine d and Florida is no longer the primary trans -shipment route - the
transit routes between Mexico and South America have clearly changed. The myriads of
trafficking routes passing throughout Central America have become the new
superhighway due to many shifting dynamics over the last decade. As part of the U .S.
sponsored Andean Counterdrug Initiative (ACI) several countries in the region have

stepped up their monitoring and interdicti on of airborne and maritime shipments
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transiting from South America to the U .S. and elsewhere. However, they have not seen
similar successes in the interdiction of road transit shipments primarily due to the
absence of adequate brder control mechanisms; corrupt and inefficient Security Forces,
clandestine transit routes being used by TCOs and LCOs and collusion on many levels.

During the Presidency of both Pastrana and Uribe, Plan Colombia was part of the ACI
program. Colombia has learned many lessons onthe strategic, operational, and tactical
levels that could prove beneficial to safety and security concerns Central American
countries face today. More so, it is important to conceptualize the impact and
consequences of the ACI program and Plan Colombia within the broader context of the
many crossroads faced by the US. (9/11, economic collapse and two wars in the Middle
East) in the last decade and the resultant effect on its regional focus and involvement.
According to a December 2008 report from the U.S.National Drug Intelligence Center,
less than 1 percent of the estimated 600 to 700 tons of cocaine that departed South
America for the United States - in 2007 - transited through Central America. The rest,
for the most part, passed through the Caribbean Sea or Pacific Ocean.

Recently, former U.S. Ambassador to Guatemala Stephen McFarland estimated- in an
interview with a Guatemalan newspaper - that cocaine now passes through Guatemala
at a rate of approximately 300 to 400 tons per year. In reality, Guatanala has become a
geostrategic storage and wholesale distribution hub for South American produced
cocaine. Notwithstanding the difficulty associated with estimating drug trafficking, it is
clear that Central America has evolved into the main trans-shipment route for drugs
and contraband cargo, and that the logistic and transit changes have taken place rapidly
and in response to active interdiction programs supported and funded by the U .S.
These developments warrant a closer look at the mechanics of the drugtrade in the
region, the actors involved, and the implications for Central American governments -
for whom TCOs and LCOs represent a much more daunting threat than current
national security resources can managed and that of the Americas as a whole.

Inthe 198006s and early 199086s Col ombiads warfar
bombings, assassinations and kidnappings o directed at government and civilian targets

in what was | abelareod etr t® r 0 3 gn@S defidifioN of keeoriso,

TCOs in Mexico and the Northern Triangle (Guatemala; ElI Salvador and Honduras)

operate as terrorist groups as evidenced by their recent emboldened actions. Despite the

media spotlight on Mexico, Honduras has the highest per -capita murder rate in Central

America of 77:100,000 inhabitants, followed by El Salvador with 66:100,000, Guatemala
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with 50:100,000 and Mexico with 18:100,000. These numbers tell a story of their own as
corruption, collusion, greed and poverty create a formula that has facilitated cheap
guns for hire, turf wars for control of lucrative drug transit routes and an opportunist
mentality among many, based on desire to improve their economic circumstances.

The Northern Triangle has become - in the last decade - the most dangerous part of the
world outside of active war zones. This is primarily because of the geostrategic location
as a bridge between North and South America. The Merida Initiative in Mexico is
pressuring TCOs and LCOs and the result is that they have broadened their operational
arenas and shifted their activities to countries immediately south of Mexico. Northern
Triangle countries are today feeling the brunt of these expansionist ambitions. Central
American governments must be prepared to dialogue with TCOs and LCOs & as was
the case in Colombia d to arrive at compromises that facilitate acceptable levels of safety
and security for the region.

The solutions presented in this report are built around the promotion of interdependent
criminal justice programs that will primarily remain internal and situational to every
country but at the same time support a collaborative set of goals that are regional. The
security and public safety concerns of the region should be unified into a collective
effort that simultaneously addresses the holistic needs and desires of Central American
countries to combat organized crime, regain control of their territories and strengthen
their respective national security programs. This interdependence of effort would in
turn reinforce the independence of the respective Intelligence and Policing efforts and
reintroduce the Military into the fold - of participating security forces - after years of
psychological exile following the civil war era. Collective Intelligence (CI) and
Intelligence Led Operations (ILOs) have proven to be the soundest approach in leading
combat, interdiction and reform initiatives required.

The lessons of the past forty years of combating drugs and organized crime d primarily

in South America and Mexico - offer a great strategic advantage b Central American
countries. The Central American crisis will not pass without cohesive inte lligence
sharing and combined tactical and operational strategies. Joint initiatives should
remove the pitfalls of going alone against this phenomenon, as has beenthe case, for the
most part, so far. This effort has to be a cohesiveinitiative without borders and barriers
which hinder a holistic approa ch and which foster perpetual bureaucratic deliberations
that play into the hands of criminal organizations. Time i s of the essence for success to
be real or even achievable. Former United Nations Secretary General Kofi Annan points

13



Drugs, Guns and Cash

out , owe wi || not enjoy either (security or
rights. Unless all causes are advanced, none will succe d . 6

The old paradigm of a heavy-handed approach to crime control has proven fruitless

and destructive. Although operational and tactical intervention is required as a parallel

initiative, the more strategic approach would be the coordinated application of all of the

resources of the national governments, private sectors, NGOs, friendly foreign
governments and regionally aligned agencies. Conducting this orchestra of efforts will

leverage the collective intelligence and creativity of the next generation of leaders, in

what is likely to be the only real way to solve the complex issues at hand. In the words

of former CICIG Commissioner Carlos Castresan
criminal organi zati ons h.aCommissioner €astredamaealso c onf r
coined the phrase 0 Looking the monster in th
of Central America is now forced to do should democracy, development and principle -

centered leadership prevail.

So as we look at the monster in the face, we hae come to realize that the monster in fact
has many faces that represent different cultures, religions, nationalities and an
operational framework that engenders the ideals of criminal organizations, Islamic
terrorists groups, corrupt politicians, money la undering institutions and States that
sponsor strategies and tactics that promote ideological principles that are meant to
divide and dominate its people. This cocktail of collusion and apathy has brought an
entire region to the brink of implosion because of its inequities and uncertainties that all
form part of a growing formula that may well see the return of civil strife and internal
conflicts that will turn back the hands of time in Central America.

The ultimate reality is that certain cold-war ideologi sts and strategists have not given
up on the goals and objectives in the Americas. Civil wars continue on social and
political battlefields, where Hidden Powers combine gangs, well -placed bureaucrats,
clandestine groups and historical trading routes to enable and facilitate a tactical,
operational and strategic infrastructure that has survived the forty -year war on drugs.

It is not coincidental that time is telling a story all of its own as declassified information
exposes strategic ties between common enmies of democracy and the freedoms,
transparencies and accountabilities that are derived from democratic systems. So as
battlefields change along with doctrines and instruments of modern warfare, what
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remains consistent is the use of organized crime, shadav economies and political
strategiesto seizepower and wealth to continue funding these ideological revolutions.

Central America has become a pawn in a much greater chessgyame that transcends
regional and ideological borders and promotes the ongoing struggle between
conflicting political extremes with which the region continues to struggle in this
modern era. Even in this great debate, time has proven to be the best storyteller, as
democratic countries are protected and defended by security forces that operate on
qguasi-authoritarian principles, where command and control is centralized and
unchallenged.

Perhaps, as we evolve as a humanity we will one day arrive at the conclusion that all
realities have valuable lessons that when fused and edited could offer a collective
approach that is inclusive, respectful and based on the fundamental human rights of all.
When we go to the supermarket we do not take everything on the shelf, but rather the
things we need. Central America must decide on the menu of ideas that must be
executed for its development and take the things it needs from its collective local,
regional and international access to grow and develop progressively.
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IMPORTANT POINTS OF MENTION
ACTION PLAN GUIDE

Has the cold war really ended or, have ideological guerilla organizations simply used
peace accords and political objectives to further their cause in seeking power and
control of territories in the region? Since the negotiated settlement with the FARC in
1998 - that gave them autonomous territory - Colombia surpassed Peru as the largest
producers of cocaine in the world. Criminal organizations are openly accessing and
utilizing indigenous land and waterway travel routes to traffic drugs, humans and
other contraband. Weapons used by guerilla organizations o during the civil war era -
are the primary weapons still in use by criminal organizations and clandestine groups
active throughout Latin America. Equally alarming is the fact that most confiscated
weapons in the war on drugs are U.S. made

Democratic elections throughout Latin America are masking the growing lack of
democratic governance by the political parties that assume office. National election
campaigns in many countries are seen and used as investments to more lucrative
sources of revenue derived from state coffers and institutions. Government contracts
and projects are being farmed out to criminal organizations that use these programs to
launder money and gain social credibility through employment. Throughout this crafty
process of indulgence and patronage, socio-political power structures are being
established and funded by illicit cash.

The breath and depth of the vast empires of TCOs have become so complex over time
that dismantling them have become greater challenges with the successive changes in
governments throughout Latin America. In most of these countries, two -term
Presidencies are not common and actually work in favor of the more established TCOs.
This lack of constituency of political will and divergent loyalties have nega tively
affected national efforts and breathe distrust among neighboring countries with
opposing political interests and intents. This mistrust hampers collective intelligence
sharing and interdiction initiatives as Politicians are more concerned with their return
on investment d spent on getting into office & as opposed to the collective benefit of the
country.

Since the attacks on the US. on September 11" 2001 (9/11), U.S. strategic interest has
shifted away from Latin America and over these past ten years there has been a tidal
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wave of criminal activity, socio -political shifts and measurable reduction in the positive
impact in the region by U.S. Policymakers. U.S. Military, Political, Economic and

Intelligence vulnerabilities exposed during and since the 9/11 attacks have left many
developing countries without a realistic true -north in seeking their own socio -political
identities. However, all is not lost, democratic values and principles are still very much

alive but require more determined focus and leadership to recover lost ground
throughout Latin America.

International and regional support must return to Central America to guide necessary
reforms and must take on an all-inclusive appeal to the varied aspirations and
motivations of this dynamic and evo lving region. Latin America has the potential to

become a world power if fairly and transparently managed.

1. A Paradigm Shift To Deal With Criminality. The past forty years, since the US.
declaration of the war on drugs, has seen tremendous human and materal
resources dedicated to the disruption of supply and other operational aspects of
the drug trade, the capture of visible leaders, and sprinkled initiatives at
reducing demand and prosecuting the intellectual authors behind the large
criminal networks. This approach is predominantly why the impact of the war
on drugs has netted meager results. The paradigm shift that must take place now
- to deliver measurably significant results 9 is to focus on understanding how
criminals can penetrate, and simultaneously derive profits and power from, the
current governmental, social, and financial structures. Furthermore, delve into
what psychological, social, economic, and political factors compel criminals to
become malfeasants and to engage in illegal activities andgroups. Finally, grasp
the idea that illegal global markets and criminal organizations mainspring from a
rebellion to political/governmental actonsand t he O0Westernd desire
In simpler terms, we must not focus all energies and resources towards the
Oproducersd but focus equal or mAfterall, attent
if people really want something they will find a way to get it.

2. Culture of Consequences.Latin American countries have struggled to establish a
law-abiding socio-cultural system. However, the lack of consequences has
allowed a parallel culture of permissiveness. Thi s s or t isdénefiGadtol t ur ed
criminal organizations, mafias, and terrorists. In order to dismantle such groups,
we must start by creating a culture of consequences.The punishment of those
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who are guilty of the criminal activit ies, that facilitate and enable narco-terrorism
and corruption, should be sufficiently strengthened to reflect that of the
estimated value of the trade or activity in the context of fines and asset
confiscations, along with lifetime imprisonment sentences. Furthermore, penal
disincentives due to illegal affiliations would disrupt the recruitment capability
of criminal organizations through out the region.

Learn to Deal with Smart Evolving Criminals. The tactics utilized by
transnational criminal organizations are outsmarting the conventional

approaches utilized by governments: they adapt to economic recessions, invade

Oi mpenetrabl ed gover ntheaitristic eiferts of peodleiamdn s, i n
groups, operate in lawless border regions and adjust themselves or their

behavior to survive in whatever host they spread into. For instance, there is clear

evidence of an active collaboration and cooperation between drug and terrorist
organizations, who are great threats to the national security of every country in

the region. As a result of this Getwork strengthening @ national security is at risk
because this 0O0sinister cr i amaccedrateépater pr i s e
contrast, there has not been a concomitant expansion in transnational law
enforcement capabilities.

Strengthen Government Institutions. Increase efforts to strengthen democratic
institutions that uphold and support the Rule of Law, judicial expedience,
economic and social development, political awareness, and civic responsibility .
The key pillars of human and social development must be strengthened to
reduce the apathy upon which criminal organizations prey.

. Technological Intelligence. As human development initiatives are improved to
support solutions, so too must technological intelligence be applied to reinforce
efforts that stem the growth of global shadow economies that feed corruption
and apathy. Citizen security programs that make cities safer, promote crime
prevention programs, and leverage technology to promote greater efficiencies
are key. Monitoring data from a ir and seaports, land border crossings, and
national archives generated through e-Government initiatives should be
standard practice and represent an immediate action item.
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6.

Ideological Divide. Rhetorical ideological differences among countries in the
Americas and lack of trust are the most determining factor s that hinder collective
initiatives to combat criminality and corruption . The lack of collective efforts
allows the free flow of criminal organizations and their operations. In reality , the

main instigating factors that led to civil wars throughout Latin America remain
integral to the ideological divide that still besiegest h e r e glityotondersve a b i
holistic solutions to its many challenges.

Rethinking Tactics and Policies. Globalization has reduced the barriers to
international criminal networks. Lower barriers have allowed c riminogenic
behavior to grow at exponential rates. In addition, this behavior demonstrates
great resilience to the established government and law enforcement institutions.
We need to rethink the methodology and policies being used to combat illegal

activities such as drugs, money laundering, human prostitution, an d the sale of
weapons to criminals. The U.S.dNar on Drugsdpolicy has contained the overall
problem but has failed to dismantle and eliminate Narcos and the illegal
activities they are associated with. It is time to create a newframework that will

permit governments, law enforcement, and social institutions to eradicate
criminal organizations.

Shared Responsibility. World governments have struggled immensely to curtail
illegal global markets. Yet, such markets continue to proliferate . The type of
mechanisms and approaches used in this struggle have generated a set of
collateral problems and externalities. It is within this framework that countries
all around the world must take personal responsibility within their respective
borders and collective responsibility in support of trans -national interdiction, in
addressing illicit activities in a comprehensive manner. Because the US. and
Canada are regionally the main consumers and beneficiaries of the proceeds
from several of the products traded in illegal markets, a more integral and
responsible role is necessaryd from both countries - in funding interdiction
efforts that are commensurate with the magnitude of the problem itself.

Smarter Government and Private Sector Involvement. As a national and regional
concern, criminal organizations and their illicit activities must be addressed at a
governmental level. Security Forces in the region must be strengthened along the
lines of increased capacity to Naval, Air, Police, and Military Forces that can
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better control the various indigenous and covert trafficking routes used by
criminal organizations to move drugs, guns and bulk cash. As such, government
accountability and responsibility must become primary for ta ngible results to be
achieved. Private sector involvement must also be a parallel initiative to promote
the formalization of the economies andto act as social auditors to monitor the
use of resources.

10. Accountability and Transparency. The role of eachPubl i ¢ Contr

throughout the region must also be strengthened and brought into national
prominence as a Fourth Power within the national architecture of administrative
governance. Public accountability and transparency must serve as guiding
principles that factor in the public & right to know and to hold official s in public
office accountable for their actions or lack thereof.

11.Stronger Anti-Crime Global Networks. Finally, the chain is as strong as the

weakest link. A Systems-of-Systems analysis must become the core driver in
identifying and disman tling the elements of the supply and demand logistics and
operational chain that maintains the activities of criminal organizations. A
similar analysis must be conducted for the financial activities of criminal
organizations to better understand and defeat money-laundering practices and
bring down the organizations that facilitate and enable these activities.
Complementary to all of this should be revised gun laws in the U .S. and Latin
America to also bring much needed order to this fundamental dilemma.
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FINDINGS AND RECOMMENDATIONS

National Responsibilities

Findings: Alternatively Governed Spaces

The structure and network of active TCOs and LCOs have led to the creation of
Alternatively Governed Spaces (AGS) in which criminal organizations, rather than

formal state authorities, effectively control the residents, act as the arbiter of internal

order , and serve as o0de factod6 admiruptedst r at i c
operational activity and attract other clandestine groups that swap capabilities, ideas

and resources that reinforce intent and effectiveness. The FARC in Colombia are a

prime example of AGSs having a direct impact of crime and violence in a state. In

Guatemala, 40% of the territory is currently an alternatively controlled.

Notions of ungoverned spaces or lawless areas increasingly have been seen as a
dangerous phenomenon, especially because they provide safe havens for terrorists. In

fact, many of them are not so much ungoverned as alternatively governed by groups,

which act as surrogates for the state. The o0d
example, are not merely the heads of drug trafficking organizations; they are also the

social and economic patrons of marginalized people who have little or no assistance

from the state 1.

Between 400and 500 tons of cocaine flow through the Northern Triangle of Central
America (Guatemala, Honduras, and El Salvador) per year. This is equivalent to
approximately $12 billion in wholesale value in the U.S market. This amounts to
approximately $ 65 billion in estimated street-sale profits in the U.S. with about 50% of
that amount making its way back to Mexico and Latin America countries.

Total 2010tax collection for the Northern Triangle was at $117 billion . This means, that
the drug/cocaine business is over 5 times larger than the combined states?.

Central American countries are out powered and out gunned in fighting the epidemic
of drug trafficking and organized crime. No amount of tax reform or local resources
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would ever be enough to address the problem independently and effectively. That is,
without the support of international organizations and/or other countries.

+ National Security Forces should collaborate to address the threat that TCOs and
LCOspose to democratic governance and ORul e o

+ Promote economic, educational and social opportunities and activities that generate
alternative livelihoods for these communities.

+« Devel op an Ol nclusion Indicatordé by communi ty
degree to which the government is reaching each community with key services, i.e.
public schools, police, health, electoral registry, property registry, communications,
infrastructur e, etc.

+ Develop a prioritized plan with specified dates by which services would reach
communities and, set goals and monitor progress for the Inclusion Indicator.

Findings: Corruption and Politics

In addition to violence, corruption plays an integral role in undermining state
institutions. The financing of political parties and/ or candidates with money from
criminal organizations is a direct threat to the survival of democracy in the region.
TCOs and LCOs are abe to clobber the state from without and weaken it from within.

Governments must put more resources to work against corruption, money laundering
and embezzlement. Congressional appropriations for national projects have become
get-rich-schemes for politicians in an environment where checks and balances are non
existent and oversight is overlooked.
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Urgently modify Campaign Financing norms to make contributions transparent and
to hold Political Parties accountable to a higher standard of due-diligence in
accepting funds.

Assist civilian and National Security leaders to develop a cohesive and broad
strategic vision to solve the emerging TCO and LCO security problems, while
dealing with the changing societal values in the 21st Century. Leaders must consider
these problems from multiple angles, multiple levels and varying degrees of
complexity. Key elements must include: weapons, transparency and money launder.

Reinforce local Public Comptroller Offices and functions through legislation, which
(i) criminalizes the new corruption schemes (including the usage of NGOs to execute
government funds), and (ii) creates significant consequences for violations.

Establish E-Government and Enterprise Resource Planning (ERP) strategies to
promote greater transparency within government which allow Civil Society
oversight, accountability in financial practices and a data warehouse that can feed
national intelligence. E-Government and Enterprise Resource Planning (ERP)
strategies and systems should be considere as medium-to-long term initiatives to
promote transparency and accountability.

Findings: Potential State Failure

The ultimate threat of TCO and LCO activities is not instability or even criminal
violence. Instead, it is either state failure or the forced imposition of a radical
socioeconomic- political restructuring of the state and its governance.

Most political leaders in the region are still thinking about the TCO and LCO
phenomenon in traditional terms of criminal activity, and have not yet caught up with
stark reality. They do not appreciate the extent and nature of the threat to political order
and responsible democratic governance being raised by the rapidly moving clash of two
types of fundamental values. One set of values seeks the general welbeing of the state
while the other serves criminal greed for money and power. Leaders whose discourse
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favors the first ideals but whose actions and ideals espousethe second, posethe greatest
threat to progress

+ Restructuring efforts should provide checks and balances that prevent corrupt
officials or criminal actors themselves from taking up high -level government
positions, which offer immunity as an additional incentive.

+ Create national and regional policies that facilitate in -depth fina ncial investigations
and assetseizures to take the profits away from corruption rings , drug traffickers
and organized crime groups.

+ Remove the immunity associated with congre ssional and mayoral positions. At the
very least, create expedited processes forlifting immunity in ca ses of state asset
theft, Narco - trafficking or money laundering.

+ Create specialized Investigation and Prosecution units for the above-mentioned
crimes.

+ Create national vetting and Polygraph centers to verify credible and up root corrupt
officials in public sector institutions .

Findings: Systematic and Structural Problems

Addressing the deteriorating security environment in the region is a complex and
difficult task. Part of the problem is the seeming inability or reluctance of regional
leaders to address the structural and systemic problems of a skewed distribution of
opportunities, insufficient fiscal income s, rampant corruption, unrelenting violence,
lack of consequences and weak state institutional capacity to make a difference.
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+ Harness political will to persist bravely in the defense of fundamental human and
democratic values, by standing together to make a difference and rally grass-roots
movements to support this effort.

+ Promote micro-financing and other mar ket-based poverty reduction solutions to
enable economic opportunities in rural areas. Also, promote small business
financing programs t o strengthen the middle class in the region.

+ Regulate salaries of professional staff in the public sector to enable pay packages
that are commensurate to their merits and responsibilities.

+ Consideration of pay-per-performance or pay-per-qualifications should be
introduced to promote results and enhance self-improvement.

+ Revise criminal laws and punishments to strengthen consequences.

+ Promote a culture of consequences. All laws must be obeyed starting with seemingly
unrelated things such as traffic laws. Colombia used this as a way to reduce the
subjectivity around wh ich laws are obeyed and which are not.

+ Promote awareness campaigns to inform citizens of the very real costbenefits
associated with investing in security and to generate awareness that security and

~

rule-ofl aw are everyoneds responsibility.

+ Improve public safety initiatives to reduce crime indexes and enco urage increased
local and foreign investment.

Findings: Citizen Security

Regional governments should do more to protect its citizens, enhance crime prevention
programs, unify the efforts and initiatives of Security Forces and enhance response
initiatives to create real time consequences for criminal activity and unified approaches.
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+«+ Citizen Security i s fundament al and critic
programs should first be initially implemented in high -crime and high-risk areas,
but shoul d eventual ly spread t o ot her der

development through human and technological intelligence.

+ Because violence burdens economic development and direct investment, reductions
in violence supports national development, therefore the cost/benefit ratio of action
makes it economically desirable to make the required sacrifices necessary to
confront TCOs and LCOs that challenge state institutions and sovereignty.

Regional Initiatives

Findings: Unbalanced Resource Allocat ion

Mexican criminal actors are moving south and resources must now be properly
reallocated to address this growing concern. The United States hasdedicated a vast

amount of resources over the last 11 years to efforts in Colombia through Plan

Colombia, and a vast number of resources over the past four years to the situation in

Mexico through the Merida Initiative. The situation in Central America must be

addressed in a comprehensive and coherent manner by involving all Central American

and Caribbean countries that bridge the gap between North and South America, which

has become the critical oO0Ochessboardd6 where tr

+ There can be no regional integration without security and no security without
integration, therefore only a collaborative approach and agreement would serve the
security needs of the region. This collaboration must first take place with national
rank and file operations and should then strengthen regional and otherwise
collective approaches.
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+ Lobby for a change in the prioritized allocation of resources. Resources given to Plan
Colombia and to the Merida Initiative have generated displacement towards Central
America, thus escalating the insecurity environment. Prioritized allocation must be
addressed in a omprehensive and coherent manner or the problem will continue to
be shuffled around the geographic chessboard.

Findings: Neutralizing Criminal Organizations

Following the civil war era that plagued Central America over the past fifty years, peace
negotiations and signed accords disempowered Military structures, placed them in
psychological exile, diminished their resources, marginalized their deployment in
supporting National Security initiatives and significantly reduced their manpower
strength. National Police Forces were then empowered to protect the state and have
been overwhelmed in facing the challenges presented by better equipped, trained and
financed TCOs and LCO. Strengthened Military involvement in current National
Security concerns in Central America is needed.

+ Establish nationally dedicated Intervention Force - the equivalent of a Military
Division - of 1000 National Security personnel, to include both internal and external
Intelligence agencies, that act together to reclaim teritory controlled by TCOs and
LCOs, marginalize their illicit operations and restore public confidence by achieving
acceptable levels of violence and national security.

+ Another element that is essential is the creation of functioning institutions in the
most affected states that can both investigate and judicially prosecute transnational
criminal organizations. The most efficient way to do this is through the creation of
vetted police and military units and judicial corps that are specially trained and wh o
can be protected from reprisals.

+ Strategies in Central America must go beyond an effort to salvage judicial systems
and Security Forces increasingly overwhelmed by drug cartels, organized crime and
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violence. TCOs and LCOs must be neutralized and contained in order to achieve real
and sustainable success.

Findings: Flourishing Informal and Shadow Economies

Al 't hough Centr al Americads organized &éasi me
numerous other illicit activities flourish in a number of different sectors of the informal
economy - it is a key factor in the overall deteriorating situation and, if constructively
addressed, would help mitigate the worst consequences of crime, corruption and
impunity. Or ganized crime groups facilitate and enable the laundering of bulk -cash, the
trafficking of weapons,cont r aband and humans provide a
contraband south from where 50% or more of thedrugs go up to in the north.

+ Make asset forfeiture in drug, human trafficking, illegal weapons dealings, state
asset theft and contraband related cases mandatory for all countries that directly
benefit from the financial pledges made in support of mitigating and interdicting
these activities. Countries that fail to pass this law will send a clear message to the
rest of the world that their legislative bodies are not sufficiently sterile to receive
international funding for such efforts.

+ Tighten fiscal and border controls in order to squeeze the informal economy and
eliminate an impor tant auxiliary system that enables organized crime to thrive.

pr
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+ Target brothel s, il egal casinos and other

economydé and which provide auxiliary servi

Findings: Raise the Sense of Urgency

This is more than a law enforcement problem or a security issue. Democracy is seriously
under siege since organized crime has exposed the inability of Central American states
to control their territory or to protect their citizens. This weakness in governa nce has a
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deleterious effect on public psyche, and the wellbeing of the majority of citizens, where
public safety is absent

+ Raise the collective policy discussion to the level of a threat to national, regional and
international security an d enact appropriate legislation to that effect.

+ Encourage the public to join the government in standing up to criminal
organizations by establishing rewards for information that lead to arrests, whistle -
blower hotlines, prioritize the development of witne ss protection programs and
confidentiality measures to protect identities of those that come forward.

+ Work towards strengthening democratic institutions within the security and justice
sectors.

Findings: Quick Wins

National and regional stability is at s take. Quick wins are required to inspire confidence
and strengthen political will.

+ Draw on the experience and lessons learned by Columbia and Mexico to assist in the
struggle ahead for Central American countries as they seek to recover cortrol of
their countries, economies and violent existence.

+ Vetted specialized units capable of collecting actionable information and intelligence
0 with proper oversight 0 are vital and a far more achievable goal than the strategic

level goal of National Security reform.

+ Leverage the power of information to strengthen border security programs,
redeploy National Security Forces, improve the security of air and seaports and
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empower communities to recover spaces that are alternatively controlled and
administered by criminal organizations.

+ End the denial phase of the current crisis in the region by confronting the reality that
this is a regional problem that requires an Integral Regional Security Strategy.

Findings: Multilateral Alliances

There must be a regimal approach to deal with local and transnational crime. In the

case of local crime, integrated policies for peaceful coexistence and citizen security
encompassing crime prevention and control are required. In the case of transnational

crime, regional and multilateral alliances are needed to combat TCO activity. In

addition to hunting down leaders, efforts need to focus on mid -level command and

links in the supply and demand chain to take the profit and glory out of drugs , guns,

and other illicittrades. Tar get i ng t he prospects andouldl | ur e
break apart these organizations, and enable the design of polcies to encourage young

people to leave criminal groups and prevent others from joining.

+ Simultaneously attack all links in the supply and distribution chain of drug, human
trafficking and contraband to weaken its infrastructure from within.

+ Create and maintain a regional platform for information sharing in support of a
collective intelligence effort, through link s to Interpol, UNODC and Intelligence
Agencies from supporting nations globally.

Findings: Territorial and Political Penetration

The transnational dimension of the security challenge - largely because of the drug
trade behind it - calls for coordinated action. Organized criminal networks pose a major
security challenge to both the Central American and Caribbean regions, using them as a
convenient transport route to move drugs from the south to the north and bulk cash
and weapons north to south. Their netw orks have infiltrated urban centers and overrun
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rural ones. In some countries, they have even secured entry points into critical state
institutions and high -level political offices.

+ TCOs and LCOs are not constrained by borders, so the respnse to their activities by

states cannot be either. Collective effort is mandatory. Appropriate legislation must

be passedto enable regional intelligence sharing and hot pursuit mechanisms.
Perseverance must refute deterrence.

Investing in education and jobs must run parallel to fighting crime and violence by

establishing a national awareness program that is tied to real-time economic
opportunity derived from incremental steps towards inclusion and empowerment.

Findings: Gang Violence

To address issuesof youth and gang violence in the short term, policy makers should
borrow from the evidence -based toolkit of programs from other regions, such as early
childhood development and mentoring programs, interventions to increase retention of
high-risk youth in secondary schools

31

Work against the poverty, social exclusion, lack of education, and destruction of
families.

Central America must stop killing its young people, by condemning them to the
curse of gangs.

The stigma and ruthlessness of civil war atrocities have germinated the origins of
the violence into which active and prospective gang members have fallen.

Harsher penalties is not the solution, better opportunities and principle based
national leadership will yield more positive result s.
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+ Repression should be replaced by dialogue with gang leaders at their headquarters
level in the U.S.

International Support

Findings: Additional Resources

Central America will require significant additional resources to fight this multi  -front
war.

+ Develop an instrument to channel and manage financial contributions, ensuring
adequate transparency and accountability of donor funds. This entity could also
administer the liquidation of seized assets from drug and human trafficking and
other contraband related cases to supplement repayment of loans offered in
combating these scourges. Generated proceeds from the law should be used to
supplement funding that sustains interdiction and mitigation programs throughout
the region.

+ The region should be encouraged to consider a surtax for improved administration
of justice perhaps by creating a facility along with other Central American nations to
pay into a regional 0l ock boxo6 whose cl osel
promote security on both a country-specific and regional basis.

+ Establish communications channels with Washington and other members of the
International Community to obtain additional support which is commensurate to
the size of the enemy that Central America is being askedto fight.

+ Establish well-equipped National Training Centers for all disciplines of the criminal
justice sectord with experienced and credible Instructors and Mentors. All Central
American countries, especially Guatemala, needs a training institution for both
police and military forces. In addition, part of the gun control proposition,
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individual citizens and other private security firms could benefit from such training.

|l &m thinking about some sort o f academi c/ mi
school, composed of certain active and retired military and law enforcement officers,

who could come to Guatemala and offer their expertise and training.

Findings: Guatemala d A Pivotal Axis

The May 2011 report of the U.S. Senate caucus on International NarcoticsCont r ol ©6s
report on U.S. and Mexican responses to Mexican DTOs, estimates that between $18 and

$39 billion dollars in wholesale illicit drug distribution proceeds, crosses the southwest
US/Mexican border making its way back to Mexico and Latin America. In addition to

these bulk cash figures moving south from the U .S, Guatemala has become a pivotal

axis and the largest regional wholesale storage and distribution locale for - roughly 50%

of overall U.S. consumption of - illicit drugs and locally generates an estimated $5

billion dollars in additional illegal drugs cash flow in the region.

+ Post - Merida counter - narcotics support to Latin America must cater to the
deteriorating security environment in Guatemala - and other Northern Triangle
countries - brought about by increased drug flow through Central America by land
routes.

+ The conditions that make Guatemala an ideal safe haven for the storage and
transshipment of drugs must be corrected in the short-term.

Findings: Land Trafficking Ro utes

The Merida Initiative has focused significant resources on maritime and aerial assets in
support of the war on drugs in Mexico; however, land trafficking routes throughout
Central America remain primary options to TCOs and LCOs and require immediate
strengthening through collective initiative.
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+ PostMerida resources should be directed towards strengthening land border
crossings d both formal and informal.

+ Joint Police and Military operations should be used to establish checkpoints along
main highway arteries and intersections.

+ Vehicle X-Ray screening technology and Canine sniffers should be employed to
stem the flow of drugs, weapons drugs and human cargo.

+ Important point of mention: Post Merida support to Central America must produce
a more comprehensive approach to addressing the problems on the ground.

Findings: Human Trafficking

The trafficking of humans across international borders for the purposes of sex slavery
and the sale of human organs is more than just an illegal immigration concern and
remains a timeless and profitable business to criminal organizations. It is estimated that
one sex slave earns these organizations a net profit of approximately one million USD
over a five-year period and the victims are also used as unwilling donors of vital organs
and other body parts that are sold for exorbitant amounts to ailing and desperate
clients.

The ageless network of illicit transit routes, corrupt officials and organized criminal
activity that supports the trafficking and flow of drugs and contraband into countries is
what is also being used to traffic and sell humans, transfer weapons and explosives and
move bulk cash across international borders. In times past these very routes and
clandestine networks were used to traffic bootl eg whiskey and other contraband, and
though the content of the illegal merchandize being trafficked has changed with time,
the well -guarded secrets of these criminal networks continue to thrive.
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+ International agencies and organizations that deal with the interdiction of human
trafficking should work closer with Counter -Narcotics and Counter-Terrorism
organizations to share valuable intelligence and strategies to collectively address the
common concerns that facilitate and enable the illegal flow of illegal merchandise
and immigrants and persons trafficked specifically or sexual exploitation.

+ International policies and national legislation should be strengthened to address the
plague of sex slavery and the sale of humans organs from unwillin g donors and
victims of exploitation.

Findings: High -Level Political Attention

Given the magnitude of the challenge and the high stakes involved it is not clear
whether past efforts, however worthwhile, have been sufficient to deal effectively with
problems that require sustained, high-level political attention and a more robust and
energized multilateral system.

+ For Washington, a broader strategy would, for example, focus seriously on
stemming continuing flows of arms and money from the United States to the region;
fostering more genuine cooperation among Central American governments and
other Latin American countries and rethinking an antidrug policy that has yielded
small national victories but has fueled a larger regional crisis.

Collective Responsibility and Tangible Initiatives.

Findings: Shared Responsibility

The consumption of drugs produces externalities which are borne by the transit
countries. Those externalities include (i) over 15,000 drug/organized crime related
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deaths per year in the Northern Triangle, (ii) the corruption, bribery and other efforts to
weaken security and justice institutions, and (iii) the weakening of the moral fiber of
society by strengthening the gangs.

Leading consumption countries should shoulder a gr eater burden of responsibility in
funding and supporting efforts to bring about the necessary reforms and strengthening
initiatives that are necessary to take the profits out of drug and contraband trafficking,
restore stability in rapidly declining countr ies and curtail demand on their side of the
fence by applying sufficient resources in addressing the escalating security concerns
and increasing violence in the region.

+ European countries and Canada could do more & by providing funding an d
expertise - in supporting U .S. and Latin American efforts to stem the flow of South
American produced cocaine.

+ Greater technological know-how can be made available to Latin American countries
in the management of airports and seaports.

Findings: Crimin al Justice Reform

The process of reform required for Central America must be built on the axis of
Criminal Justice and not the old mantra of Security and Justice. Criminal Justice reform
brings a more comprehensive approach to a broader spectrum of pillars that are

essential to capacity building and development of a more holistic national security
agenda.

+ Criminal Justice Reform must address transformation of the system as a body and
should include the following:
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x The Spine d Rule of Law and Integrity of Justice.
x The Spirit 8 Education and opportunity for all economic and social groups.
x The Head & National Intelligence services that work in harmony.

x  The Conscience 0 Citizen Security and Public Safety Initiatives derived through
safer cities.

x The Hands and Feet 0 Credible Security Forces that have adequate mobility,
communications, equipment and training.

x  The Heart 0 Restored faith and confidence in the legal and judicial system.

x The Stomach & Penal systems that educate and prepare inmags for constructive
reinsertion into society.

Findings: The Caribbean Connection

There is a Caribbean connection. With each modest achievement in the Mexican and
Central American fight against drug trafficking, the prospects f or the Caribbean decline,
since it is the best alternative route for traffickers. Colombian, Mexican and Central
American TCOs and LCOs have made alliances with the stronger and better-connected
organized criminal networks in the Caribbean and will continue to corrupt state and
government officials there, as they have effectively done in Central America.

+ Any collective intelligence and or operational instrument used to counter drug
trafficking within Latin America must also be simultaneously applied to Caribbean
interdiction initiatives and coordinated through a central Strategic Management
Committee (SMC) dedicated to the coordinated management and control of
collective actions.
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Findings: Intelligence Sharing

The security challenge can be addressed by strengtheningintelligence sharing between
the Caribbean and Central America, and also by increasing capacity support between
the Caribbean and North America. Such co-operation will minimize the incidence of
traffickers taking the path of least resistance when put under pressure in one place.

+ Establish closer collaboration between Central American intelligence bodies and
those of CARICOM such as The CARICOM Implementation Agency for Crime and
Security (IMPACS) and its sub agencies, the Regional Intelligence Fusion Centre

(RIFC) and Joint Regional Communications Centre (JRCC) would bring added value
to both regions.

+ Improve local Counter -Intelligence capabilities to strengthen collective intelligence
initiatives that drive operational and tactical operat ions.

+ Vet local intelligence offices so as to regenerate the trust which has been eroded
since their infiltration by organized crime.

Findings: Media Responsibility

Collectively, we should hold media outlets morally responsible for spreading fear,
duress and promotion of the violent acts committed by TCOs and LCOs.

+ Promote self-restraint by media outlets (radio, TV, print and Internet) from
glorifying the actions of TCOs and LCOs by displaying gruesome images of
murdered individuals and other initiatives that promote duress and fear among the
population of the country. This should in no way infringe upon the freedom of the
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press, but rather promote responsible reporting that supports the safety of the
masses and not the intent of the criminals.

Findings: Systems of Systems Analysis

Conduct a system of systems analysis of the production, logistics, distribution and sale
of illicit drugs by finding innovative ways of assessing the vulnerabilities of the process

from development to consumpti on. This analysis must engender ways to curtail the
availability of precursor chemicals for drug production, U .S. manufactured weapons
readily available due to inadequate arms control laws and money -laundering
operations that fund the illegal arms trade.

+ Establish weapons control policies and mechanisms that are nationally driven and
regional in its approach, context and scope, where traceability is key.

+ Intercept and limit the availability of precursor chemicals that support the
product ion of illicit drugs.

+ Make money laundering and drug trafficking crimes against the state, which is
punishable at the level of maximum sentencing.

Findings: Research-Based Solutions

The issue of drug use, addiction and related social dilemmas is clearly not a one-size-
fits-all scenario. Evidence based researched is emerging that offer credible support to
the global struggle with drug abuse, trafficking and bulk cash profits that feed informal
economies. The past forty years has taught us many lessons andsensible leadership
must now prevall if successful outcomes are to become reality.
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+*
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Recommendations 3

Encourage experimentation by governments with models of legal regulation of

drugs to undermine the power of organized crime and safeguard the health and

security of their citizens. This recommendation applies especially to cannabis, but
we also encourage other experiments in decriminalization and legal regulation that

can accomplish these objectives and provide models for others.Incorporate the costs
of long-term health care and other externalities into the price through taxation. This

would (i) generate fiscal income and (ii) eliminate fears of increased demand due to
price effect.

End the criminalization; marginalization and stigmatization of people who use
drugs but who do no harm to others. Prevention and rehabilitation should be the
main strategy towards end -users.

Challenge rather than reinforce common misconceptions about drug markets, drug
use and drug dependence.

Apply much of the same principles and policies stated above to people involved in
the lower ends of illegal drug markets, such as farmers, couriers and petty sellers.
Many are themselves victims of violence and intimidation or are drug dependent.
Arresting and incarcerating tens of millio ns of these people in recent decades has
filled prisons and destroyed lives and families without reducing the availability of
illicit drugs or the power of criminal organizations. There appears to be almost no
limit to the number of people willing to engag e in such activities to better their lives,
provide for their families, or otherwise escape poverty. Drug control resources are
better directed elsewhere.

Invest in activities that can both prevent young people from taking drugs in the first
place and also prevent those who do use drugs from developing more serious
problems.

Eschew simplistic O0just say nod messages
educational efforts grounded in credible information and prevention programs that

focus on social «ills and peer influences. The most successful prevention efforts

may be those targeted at specific atrisk groups.
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+ Focus repressive actions on violent criminal organizations, but do so in ways that
undermine their power and reach while prioritizing the r eduction of violence and
intimidation.

+ Law enforcement efforts should focus not on reducing drug markets per se but
rather on reducing their harms to individuals, communities and national security.

+ Begin the transformation of the global drug prohibition regime.

+ Replace drug policies and strategies driven by ideology and political convenience
with fiscally responsible policies and strategies grounded in science, health, security
and human rights & and adopt appropriate criteria for their evaluation.

+ Ensure that the international conventions are interpreted and/or revised to
accommodate robust experimentation with harm reduction, decriminalization and
legal regulatory policies.

+ Break the taboo on debate and reform. The time for action is now.

Findin gs: Money Laundering

Over 70% profits from drug trafficking stays in the U .S. Military grade weapons
primarily of U .S origin or U .S factories are being sold to Mexican, Colombian and
Guatemalan TCOs and LCOs.

In 2010, Wachovia bank, now part of Wells Fargo & Company and the 4t largest bank
holding company in the United States, paid $110 million to federal authorities for
violating the Bank Secrecy Act, and fined another $50 million for failing to keep an eye
on funds responsible for trafficking 22 tons of cocaine (roughly $550 million in whole
sale value of cocaine). That same year, Wachovia divulged information that between
2004 and 2007 they were responsible for laundering $378.4 billion belonging to the

Sinaloa Cartel. This amount is equal to 1/3of Me xi cods r eal GDP and 5
than Guatemal ads real GDP. Meanwhi | e, For bes
syndicat e, ElI 0Chapodé Guzman, as one of the 6
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In brief, Wachovia bank was only fined less than 2% of what it made in 2009, which

amounts to $12.3 billion in profits. Wh at 6 s mor e sdumng khe wegk oitse t h a't
court settlement, Wells Fargo stock traded at 1% more than the previous week, at

$30.86. Jeffrey Sloman, the federal prosecutor, commeted that, "Wachovia's blatant
disregard for our banking laws gave international cocaine cartels a virtual carte blanche

to finance th4%eir operations, 0

+ Learn mistakes from the Gunrunner project, and find more effective methods to
control and trace weapons sales.

+ A single global system that stores and documents a guns registration number,
ballistic signature (from factory), and traceability of ownership.

+ Guatemala is in serious need for a federal police agency, a national intelligence
agency and a joint intelligence committee with strong regional sharing capacity .

+ Put oreal 6, -onahleiwr ias t @s | mapad adngequenses for money
laundering, and prosecute the cases for which information already exists.

+ Regulate store valued instruments, such as gift cards, internet payments, and other
methods, which are providing unregulated transfer methods to organized crime.

+ Raise drug trafficking to the same threat level international repercussion and
awarenessas terrorism, by exposing the direct links between both phenomena.
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INTRODUCTION

The father of penicillin, Alexander Fleming, for some time doubted whether he should
share his invention with the world. The reason was because he knew there was a risk
that his medicine would not always be applied with the intensity and discipline
required and that this could produce a strain of antibiotic -resistant bacteria. Dr. Fleming
released his invention to the world but, even as he accepted his Nobel Prize for its
creation, he continued to caution the world on the risks of not using it with lethal
strength.

The United Stateshas invested 40 years and over $1 trillion dollars in the war on drugs.
However, 9% or 21 million of its population still actively consumes drugs today.
Unquestionably there has been progress- in the war being waged on drugs - as U.S.
efforts managed to drastically reduce the use of maritime and air routes from South
America to the U.S. and Europe. However, this effort has not been sufficient to mitigate
the impact of the growth of this global billion dollar illicit enterprise.

Whereas focus on interdiction funding has traditionally fingered the U .S. as the primary
source, Europe and Canada d where consumption levels are increasing - should be
equally committed to reducing South American drug supply and assist regional

countries to regain control and get back on the path towards development. For the U.S.
and Canada, this plague is a back door problem, but for Europe the spread of narcotics
is a front door reality as opened borders through EU initiatives have broadened the
playing field for cartels.

Successes derived from the Andean Counterdrug Initiative (ACI), Plan Colombia and
Caribbean interdiction efforts have reduced and discouraged maritime and air transit

options. These actions have shifted operational focus to land routes through Central
America and Mexico, and it is evident that business is booming. This shifting dynamic -
of strategic route displacement - forged the implementation of the Merida Initiative i n
Mexico, which left Central America open to expansionist ambitions by Criminal

Organizations. While route displacement was in motion due to the success of Plan
Colombia, another strategic displacement was also taking place on the production side
as a resut of peace negotiations in Colombia. The chart below demonstrates the
coincidental increase in Colombian cocaine production soon after the appropriation of
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state property to the FARC by the Pastrana administration. An important point to
mention is that in November 1998 Colombian President Pastrana granted the FARC safe
haven & the size of Switzerland ¢ in the southeast of the country. From that period
onward Colombia has become the largest global producer of cocaine [inserted from the
Document version 6,p 42, under the gragh
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As an antibiotic applied without the strength, consistency or the extent necessary for 40
years, the groups who were to be affected have become resistant to the medication.
certainly did not help that, being forced to leave their native environment; the bacteria
landed the petri dish of Mexico and Central America. The region provided them with a
favorable environment to develop and strengthen. They found weak and easily
corrupted institutions that allowed them to coexist and grow without limitation. They
also found young people in poverty, eager to find a way out of that poverty status. With
the passing of time its roots within the power structures strengthened, their
organizational cells became swollen and they came to rule vast areas of territory.

It is within this culture broth that the Merida Initiative was launched four years ago. A
decision was taken to increase the dose of medicine and apply it elsewhere in the body.
However, the disease was now much better prepared to react and manifested itself as
an extreme ailment with crippling effects and an unexpected virulence: demonstrating

44



Drugs, Guns and Cash

its ability to coerce its host and to intimidate its members. Drug cartels, gangs and other
clandestine groups have evidenced their capacity and will to perform extreme acts of
violence that coerce the civilian population and influence the policy of governments by
intimidation or hostile take -over. By U.S. definition, these groups operate asterrorist
organizations and pose a serious threat to governance in the region. (See links to
Terrorism in the Analysis section below)

Along with their extreme violence and agenda of fear and intimidation - to affect social
and political decisions - these groups have developed partnerships with global terrorist
organizations through their network of resource sharing, secured trafficking routes and
common target area. Tunnels found along the U.S/Mexico border tell a story all its
own which supports these in sights of a common agenda and shared resources. In the
last 10 years 125 tunnels were discovered along the US/Mexico border where drugs,
guns and cash flow without restriction and/or detection.

Tunnels Discovered by Law Enfor cement

FY | FY [EY [ FY [ BY | FY | BY | FY | FY | FY | FY | FY | Y | FY [FY | FY [ FY
90 | 93 [ 95 98 [ 99 | 00 | 01| 02 | 03| 04 | 05) 06 | 07| 08 [ 09 | 10 | 11 | TOTAL

Brown
Field, CA 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 1
El Centro,
CA 0 0 0 0 0 0 0 0 1 1 1 1 0 1 1 0 1 7
El Paso,
X 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0 1
SanDiego
County,
CA [O0f1]0]|1]0]0]0)2|383|3[0|13[5|1[4]5]|2]| 40
Tucson,
AZ 1)]oJ1]Jo0of83[4f2|3|3[1]3]| 4110|1420 6 |10| 85

Yuma,AZ | 0| 0} 0JO0}J0jJO0OfOJOfO|JO|OfOJ2|O}2]oO0]1 3

TOTAL 111111} 8 42|57 ]|5]5]|18([16)16]|26]| 12 14 137

Saurce Departmentof Homdand Secuity

Another worrying situation is the case of Walid Makled who was recently extradited
from Colombia to Venezuela. "The Arab", as he is known, is alleged to be one of the
most influential drug dealers in the world with an estimated turnover of over 10 tons of
cocaine a month from South America to the rest of the world. Media reports speculate
on his alleged links to known terrorist groups. Makled claims that Venezuelan
Legislators and Generals are part of his payroll. Narco-trafficking has been the primary
source of financial support to radical extremists, guerillas g roups and terror networks
for centuries. It is assessed that South American cocaine is being sold to WS and
European markets to weaken them from within while extracting bulk cash profits - of
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untraceable funds - to maintain their threat capabilities, ter ritorial control and overall
power.

To address this problem, we must recognize that the Narco problem is really three
problems: Drugs and other illicit trades (supply, demand and accessibility), Guns (lack
of computerized records, political sensitivities a nd availability) and Cash (laundering,

black markets and corruption). In turn, these three problems must be addressed from
three different geographical aggregations. The United States (and other major
consumption markets), through regional coordination and locally from within each

country. This leads to a 3 x 3 matrix of action:

LINITED
STATES
AND OTHER
CONSLUMING
STATES

REGIONAL

United States

In the United States cocaine is referred to & the "The party drug.” While the U .S is

partying, Central Americans are burying their dead and living in fear. Although Latin
America makes up 8% of the worl dds popul ati c
homicides statistics. Given the virulence of the phenomenon and the low impact of the

war on drugs to date, it seems that the population should rethink certain historical

debates as it seeks creative solutions.

The U.S. remains the largest consumer market for illicit drugs and more money is spent
on combating supply and distribution than on demand and addiction. The use of
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cocaine can be detected using a singlehair. Yet, random testing and other proactive
measures have proven effective in other regions like Hong Kong are successfully
challenged by special interest groups and ambitious politicians. More than 15,000
deaths per year are reported in Guatemala, Honduras and El Salvador! These three
countries have been branded the Northern Triangle and the most dangerous place on
earth outside of active war zones. Over 30 percent of reported deaths are drug related.
Woul dndt you sacri fice aosave$:)00dIlieespeyear? fr om you

On another front, United Parcel Services (UPS), the U.S. shipping company, moves and
tracks 15.6 million packages a day! In today's world of technology, it is inconceivable

that there is no comprehensive and cohesiwe electronic record that enables the tracing of
weapons produced and sold in the U.S. Creative money laundering and smuggling

schemes continue to funnel large amounts of bulk cash out of the U.S. to Mexico and

other countries. A portion of the illicit cash is also us ed to purchase of weapons and
ammunition in the U .S. Untraceable high-caliber weapons are then shipped to Mexico,
Central and South America and are being used to kill Americans and locals alike.

Homicide Rates in Central America
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Source: Cuevas and Demombynes (2009)

Regional

Drug trafficking is a global phenomenon. The system involves complex and highly
coordinated logistics from production in South America, to the Maras in El Salvador
and Guatemala to the cartels in Mexico for delivery to counterparts in cities like New
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York, California and Chicago. Addressing the problem involves uniting as Central
Americans and creating opportunities for cooperation, coordinated strategies and trust
between key actors of the region.

It is only by action that f ear Iiativethatecomboled and
of alternatively governed spaces and criminal organizations can be achieved. Initiatives

such as the Central America Integration System (SICA), can make a difference in

forging international alliances, however, it is the people of Centr al America that must

lead the revolution that deposes apathy, collusion and greed. The creation of Sensitive
Investigation Units (SIU) in ElI Salvador and Honduras is mandatory as such
investigation and intelligence units can fill vital intelligence and ope rational gaps -

existing in the region & and complement similar initiatives in Mexico, Panama and

Guatemala.

Intensity of Drug Smuggling

Total Cocaine
and Cannabis Salzures
(kilo= per 100000 population)

Source: Cuevas and Demombynes (2009)

Local

It is important to stress constructive initiatives such as crime prevention, the
strengthening of criminal jus tice institutions, capacity building in the security and
justice sector, public safety and citizen security, as well as ways and means to regain
territorial control and protect our ports and borders. Today in Guatemala the military
spending is only 0.4% of GDP, putting the country in position 136 out of 139. In a
calculated review of current realities, this was a mistake that needs to be addressed to
reestablish a strengthened national security presence and territorial control.
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There is a perception that prisons and inmates are isolated actors Our research and
analysis of Central America made it abundantly clear that 0t he pri sons
streetso and that prison reform cannot
reality into the equation. Prisons have become universities for crime, terror and
delinquency, when in fact they are meant to be a place of rehabilitation for reinsertion
into society. Governments must see and treat imprisonment as a transitional dilemma
that offers a significant oppo rtunity to listen, learn and act on the dynamics that breathe
and nurture crime in the first place. Criminal s should not be treated as societal outcasts
when in fact they mirror the ills and s
influence of deported criminals on TCOs and LCOs operating in the region is very
significant in the displacement and expansion of criminal networks and know -how.

All actors must make great efforts and sacrifices to find funding sources for this fight
against organized crime. Guatemala is ranked - as a country - 139 out of 139 from the
point of view of the costs of insecurity that must be absorbed by companies to operate.
It is estimated that costs of private guards, insurance premiums, theft and other losses
account for 7.7% of the GDP in Guatemala. Moreover, these additional costs are
transferred, to some extent to the consumer, who pays the price of living in an unsafe
country. Today Guatemalans are spending large sums on security, but spending more
has not guaranteed or generated actual safety.

The State's ability to provide Public Safety has eroded; parallel security structures have
emerged, which are independently owned and exercise unimpeded control of their
activities and actions. For example, today Guatemala has an independent security force
which outnumbers by 5:1 the state police. Lower national spending on private security
would be an important source of economic competitiveness. In addition it would result
in better prices and savings for local consumers and other end-users.
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Potential boost of annual Economic Growth Rate from reducing Homicide rate by 10%
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In summary, the patient of the Mesoamerican region is in crisis. Organized crime not
only found a host where it could flourish but also one whose immune system was
prone to penetration. The issue of Narco-Terrorism is an issue of national, regional and
international security. It is an issue that must be addressed in a holistic and integrated
manner. The 3x3 medicine matrix should include strong action in each of the following
axis boxes: Drugs, Guns and Cash as well as the United States, the Regional
Coordination, and the Local Actions. Finally, it will require significant contributions
and commitment from all the stakeholders. Efforts can produce a clear return on
invest ment i f appropriately directed and
recently ratified and is a critical step in the right direction and an example of regional
leadership. As Fleming would recommend, we must apply the medicine with the
intensity, consistency and accuracy required. The patient only has this one chance to
survive.
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SITUATIONAL ANALYSIS

Whether as producers of illicit crops, as transshipment countries, as entry points to key
markets, as money laundering locales or as consumption markets, all countries in the
Central American region take part in a drug trade that mobilizes tens of billions of
dollars every year. This money flow - and the growing sophistication of the criminal
networks that sustain it - feeds many other illicit activities and have transformed the
regionds political and security |l andscapes.

This situation is also the product of outdated governance structures, ineffective judicial
institutions, morally bankrupt poli tical parties, and a far from propitious external
environment. The consequences of the severe economic downturn in the United States-
particularly in sectors of the economy in which Hispanics are disproportionately active
- have hit Central America with u nusual force. All of these factors contribute to
enriching the petri dish that feeds and houses organized crime groups.

lllicit drug use at the global level, 2008

UNODC World Drug Report 2010
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Mechanics of Central American Drug Trafficking
DRUG ROUTES -- MEXICO
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It is impor tant to clarify that what we are defining as land -based trafficking is not
limited to overland smuggling. The methods associated with land -based trafficking can
be divided into three categories: overland smuggling, littoral maritime trafficking and
short- range aerial trafficking. The most straightforward of these is simple overland
smuggling. As a series of investigations in Panama, Costa Rica and Nicaragua
demonstrated last year, overland smuggling operations use a wide variety of
approaches. In one caseauthorities pieced together a portion of a route being used by
Mexi cods Sinaloa Cartel i n which small guant
Panama via the international point of entry on the Pan -American Highway. The cocaine
was often held for several days in a storage facility before being loaded onto another
vehicle to be driven across the country on major highways.

Upon approaching the Nicaraguan border, however, the traffickers opted to avoid the
official port of entry and instead transferred th e shipments into Nicaragua on foot or on
horseback along a remote part of the border. Once across, the shipments were taken to
the shores of the large inland Lake Nicaragua, where they were transferred onto boats
to be taken north, at which point they woul d be loaded onto vehicles to be driven
toward the Honduran border. In one case in Nicaragua, authorities uncovered another
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Sinaloa-linked route that passed through Managua and is believed to have followed the
Pan-American Highway through Honduras and into  El Salvador.

The second method associated with land-based trafficking involves littoral maritime

operations. Whereas long-range maritime trafficking involves large cargo ships and

self- propelled semisubmersible vessels capable of delivering multi-ton shipments of

drugs from South America to Mexico without having to refuel. Littoral trafficking tends
toinvolve so-c al | effda®tgoboat sé that are used to carry
higher speeds over shorter distances. This method is useful to traffickers who might

want to avoid, for whatever reason, a certain stretch of highway or perhaps even an

entire country. According to Nicaraguan military officials, several go -fast boats are
suspected of operating off t he @oNicardguag 6 S C O ¢
territorial waters in order to avoid authorities. While it is possible to make the entire

trip from South America to Mexico using only this method fA and making frequent

refueling stops - it is believed that littoral trafficking is often combin ed with an

overland network.

The third method associated with land -based drug smuggling involves short -range
aerial operations. In these cases, clandestine planes make stops in Central America
before either transferring their cargo to a land vehicle or making another short flight
toward Mexico. Over the past year, several small planes loaded with drugs or cash have
crashed or been seized in Honduras, Mexico and other countries in the region. In
addition, authorities in Guatemala have uncovered several clandestine airstrips
allegedly managed by the Mexican drug-trafficking organization Los Zetas. These
examples suggest that even as overall aerial trafficking appears to have decreased
dramatically, the practice continues in Central America. Indeed, there is li ttle reason to
expect that it would not continue, considering that many countries in the region lack the
resources to adequately monitor their airspace.

While each of these three methods involves a different approach to drug smuggling, the
methods share two important similarities. For one, the vehicles involved - be they
speedboats, small aircraft or private vehicles - have limited cargo capacities, which
means land-based trafficking generally involves cocaine shipments in quantities no
greater than a few hundred pounds. While smaller quantities in more frequent
shipments mean more handling, they also mean that less product is lost if a shipment is
seized. More importantly, each of these land-based methods requires that a drug-
trafficking organization mainta in a presence inside Central America.
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Share of cocaine flowing to the U .S. through transport corridors
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Actors Involved

There are a variety of drug-trafficking organizations operating inside Central America.
In addition to some of the notorious local gang s - such as Calle 18 and MS13 - there is
also a healthy presence of foreign criminal organizations. Colombian drug traffickers,
for example, historically have been no strangers to the region. However, as we have
observed over the past year, it is the more powerful Mexico -based drug-trafficking
organizations that appear to be overwhelmingly responsible for the recent upticks in
land-based narcotics smuggling in Central America.

Based on reports of arrests and drug seizures in the region over the past year,t is clear
that no single Mexican cartel maintains a monopoly on land -based drug trafficking in
Central America. Los Zetas, for example, are extremely active in several parts of
Guatemala, where they engage in overland and short-range aerial trafficking. The
Sinaloa cartel, which appears to be the most capable Mexican trafficker of cocaine, has
been detected operating a fairly extensive overland smuggling route from Panama to El
Salvador. Information gaps remain regarding, for example, the precise route Sinaloa
follows from El Salvador to Mexico or the route Los Zetas use between South America
and Guatemala. It is certainly possible that these two Mexican cartels do not rely
exclusively on any single route or method in the region. Nevertheless, the logistic al
challenges associated with establishing even one route across Central America make it
likely that existing routes are maintained even after they have been detected - and are
defended if necessary.
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The operators of the Mexican cartekmanaged routes alsodo not match a single profile.
At times, Mexican cartel members themselves have been found to be operating in
Central America. More common is the involvement of locals in various phases of
smuggling operations. Nicaraguan and Salvadoran nationals, for example, have been
arrested in northwestern Nicaragua for operating a Sinaloa-linked overland and littoral
route into El Salvador. Authorities in Costa Rica have arrested Costa Rican nationals for
their involvement in overland routes through that country. In t hat case, a related
investigation in Panama led to the arrest of several Mexican nationals who reportedly
had recently arrived in the area to more closely monitor the operation of their route.

One exception is Guatemala, where Mexican drug traffickers ap pear to operate much
more extensively than in any other Central American country; this may be due, at least
in part, to the relationship between Los Zetas and the Guatemalan Kaibiles. Beyond the
apparently more established Zeta smuggling operations there, several recent drug
seizuresii including an enormous 1,800-acre poppy plantation attributed to the Sinaloa
cartel i make it clear that other Mexican drug -trafficking organizations are currently

active inside Guatemala. Sinaloa was first suspected of increaing its presence in
Guatemala in early 2008, when rumors surfaced that the cartel was attempting to recruit
local criminal organizations to support its own drug -trafficking operations there. The
ongoing Zeta- Sinaloa rivalry at that time triggered a series of deadly firefights in

Guatemala, prompting fears that the bloody turf battles that had led to record levels of

organized crime-related violence inside Mexico would extend into Central America.
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Organized Crime
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The criminal mix that affects Central America is in many cases better organized than the
countries in which it operates and forms part of transnational organized crime that has
found a way to profit from the advantages of globalization. Organized crime does not
respect borders or operate through treaties, bilateral or multilateral agreements, but
rather bases its activities on profitability and the convenience of these businesses.

With a history of civil strife, weak institutions, and staggering impunity, the isthmus
has struggled for decades to maintain stability. However, with pressure mounting on
drug traffickers in the past decade in Colombia and Mexico, Central America has found
itself swept into a new era of violence. The traditional problems of public safety (theft,
personal injury, smuggling, homicide and small -scale use and sale of drugs) is now
complicated by the presence and actions of large cartels- involved in drug trafficking,
smuggling, hu man trafficking and the contributing to the growth of violence, drug
consumption, kidnapping, extortion and contract killing.
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